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1 Introduction

GFI LanGuard is a patch management and network auditing solution that enables you to easily
manage and maintain end-point protection across devices within your LAN. It acts as a virtual security
consultant that offers Patch Management, Vulnerability Assessment and Network Auditing support for
Windows®and MAC computers. GFI LanGuard achieves LAN protection through:

# |dentification of system and network weaknesses via a comprehensive vulnerability checks data-
base. This includes tests based on OVAL, CVE and SANS Top 20 vulnerability assessment guidelines

# Auditing of all hardware and software assets on your network, enabling you to create a detailed
inventory of assets. This goes as far as enumerating installed applications as well as devices con-
nected on your network

»  Automatic download and remote installation of service packs and patches for Microsoft® Windows
and MAC operating systems as well as third party products

= Automatic un-installation of unauthorized software.

Topics in this chapter:

1.1 ADBOUL This GUIAE L 7
1.2 How GFl LanGuard WOrKS .l 8
1.3 How GFIl LanGuard Agents WOrK ..o 8
1.4 How GFI LanGuard Relay Agents WOIK ... oo i 9
1.5 GFl LanGuard COmMPONENTS ... 9

1.1 About this guide

The aim of this Installation and Setup Guide is to help System Administrators install and test GFI
LanGuard with minimum effort.
1.1.1 Terms and conventions used in this manual

Table 1: Terms and conventions used in this manual

II Additional information and references essential for the operation of GFI LanGuard.
Important notifications and cautions regarding potential issues that are commonly encountered.

> Step by step navigational instructions to access a specific function.
Bold text Items toselect such as nodes, menu options or command buttons.

Italics text Parameters and values that you must replace with the applicable value, such as custom paths and file
names.

Code Indicates text values to key in, such as commands and addresses.

GFI LanGuard 1 Introduction | 7



1.2 How GFI LanGuard works
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Figure 1: How GFI LanGuard works

Upon installation, GFI LanGuard operates in two stages:

= First it determines the machines that are reachable. It also tries to collect information sets from
the target machines as part of its Network Discovery operations, using a subset of SMB, NETBIOS,
and ICMP protocols. Supported targets include the localhost, IP, computer name, computers list,

IP range, whole domain/workgroup and/or organizational unit.

# Second, once the targets are identified, GFI LanGuard performs a deep scan to enumerate all the
information related to the target computer. GFI LanGuard uses a variety of techniques to gain
access to this information ranging from file and folder property checks, registry checks, WMI com-

mands, SMB commands as well as port scan checks (TCP/UDP) and more.

1.3 How GFIl LanGuard Agents work

GFI LanGuard can be configured to automatically discover and deploy agents on new computers.
Agents minimize network bandwidth utilization. This is because in Agent-less mode, the GFI LanGuard
server component performs audits over the network; while in Agent mode, audits are done using the

scan target's resources and only a result XML file is transferred over the network.

Agents send scan data to GFI LanGuard through TCP port 1070. This port is opened by default when
installing GFI LanGuard. Agents do not consume resources of the scan target's machine unless it is
performing a scan or remediation operations. If an Agent becomes unresponsive for 60 days, it is

automatically uninstalled from the target machine.

GFI LanGuard
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@ Note

By default, Agents auto-uninstall after 60 days. To customize the timeframe, go to
Configuration tab > Agents Management and from the right pane, click Agents Settings.
Specify the number of days in the General tab of the Agents Settings dialog.

@ Note

Agents can only be installed on computers running a Microsoft Windows operating
system and they require approximately 25 MB of memory and 350 MB of hard disc space.

1.4 How GFI LanGuard Relay Agents work

GFI LanGuard enables you to configure any machine with a GFI LanGuard Agent installed on it, to act
as a GFl LanGuard server. These Agents are called Relay Agents. Relay Agents reduce the load from
the GFI LanGuard server component. Computers configured as relay agents download patches and
definitions directly from the GFI LanGuard server and forward them to client computers just as if it
were the server component.

1.5 GFl LanGuard Components

This section provides you with information about components that are installed by default, when you
install GFI LanGuard. Once you install the product, you can manage patch management and
remediation tasks from the Management Console. The Management Console is also referred to as the
Server component of GFIl LanGuard, as described in the table below:

Table 2: GFI LanGuard Components

GFI LanGuard
Server

GFI LanGuard
Agents

GFI LanGuard
Update System

GFI LanGuard
Attendant Serv-
ice

GFI LanGuard
Scanning Profiles
Editor

GFI LanGuard
Command Line
Tools

GFI LanGuard

Also knows as the Management Console. Enables you to manage agents, perform scans, analyze
results, remediate vulnerability issues and generate reports.

Enable data processing and auditing on target machines; once an audit is finished, result is sent to
GFI LanGuard.

Enables you to configure GFl LanGuard to auto-download updates released by GFl to improve func-
tionality. These updates also include checking GFl web site for newer builds.

The background service that manages all scheduled operations, including scheduled network secu-
rity scans, patch deployment and remediation operations.

This editor enables you to create new and modify existing scanning profiles.

Enables you to launch network vulnerability scans and patch deployment sessions as well as import-
ing and exporting profiles and vulnerabilities without loading up the GFl LanGuard management con-
sole.

1 Introduction | 9



2 Installing GFI LanGuard

This chapter guides you in selecting the most appropriate deployment solution that caters to your
requirements as well as provides you with information about how to successfully deploy a fully
functional instance of GFI LanGuard.

Topics in this chapter:

2.1 Deployment SCENAITIOS .. 10
2.2 System reqUIreMENES . 14
2.3 Upgrading from previous VEISIONS ... .. 18
2.4 New installation ... . 20
2.5 Post install @CtioNs ... . 23

2.1 Deployment scenarios

GFI LanGuard can be installed on any machine which meets the minimum system requirements. Use
the information in this section to determine whether you want to monitor a pool of Agent-less, Agent-
based or a mix of both, depending on the:

=  Number of computers and devices you want to monitor
# Traffic load on your network during normal operation time.

The following sections provide you with information about different deployment scenarios supported
by GFIl LanGuard:

» Deploying GFI LanGuard in mixed mode

= Deploying GFI LanGuard using Relay Agents

#» Deploying GFI LanGuard in Agent-less mode

2.1.1 Deploying GFl LanGuard in mixed mode

GFI LanGuard can be configured to deploy agents automatically on newly discovered machines or on
manually selected computers. Agents enable data processing and auditing to be done on target
machines; once an audit is finished, the result is transferred to GFI LanGuard through an XML file.
Agent-based scans:

# Have better performance because the load is distributed across client machines.

# Can work on low bandwidth environments because the communication between the server and
agents is reduced.

= Are suitable for laptops. Computers will be scanned even if the computer is not connected to the
company network.

#  Are more accurate than manual scans, agents can access more information on the local host.

The following screenshot shows how GFI LanGuard can be deployed using agents on a Local Area
Network (LAN):

GFl LanGuard 2 Installing GFI LanGuard | 10



Agent / Mixed Mode

GFI LanGuard

Management Console

GF| LanGuard Agent-less

Agent workstation
GFl LanGuard

Agent

Figure 2: Agent/Mixed Mode
2.1.2 Deploying GFI LanGuard using Relay Agents

Relay agents are used to reduce the load from the GFI LanGuard server. Computers configured as
relay agents will download patches and definitions directly from the GFI LanGuard server and will
forward them to client computers. The main advantages of using relay agents are:

# Save Network Bandwidth in local or geographically distributed networks. If a relay agent is con-
figured on each site, a patch is only downloaded once and distributed to clients

# Load is removed from the GFI LanGuard server component and distributed amongst relay agents

# Since computers are managed from multiple relay agents, it increases the number of devices that
can be protected simultaneously.

In a network, computers can be grouped and each group can be assigned to a relay agent as shown
below.

GFl LanGuard 2 Installing GFl LanGuard | 11



Relay Agents Mode

LAN

GFI LanGuard
Management Console

b

GF| LanGuard Agent-less

Agent GFI LanGuard workstation

Relay Agent
y./4

9 |
R Q@} &

GF! LanGuard
Agent Agent

Figure 3: Relay Agent Mode

@ Note

For more information refer to Configuring Relay Agents from the Administrator Guide.

2.1.3 Deploying GFl LanGuard in Agent-less mode

Agent-less auditing is started from the GFl LanGuard management console. GFl LanGuard creates a
remote session with the specified scan targets and audits them over the network. On completion, the
results are imported into the results database and the remote session ends.

You can audit single computers, a range of specific computers and an entire domain/workgroup.

GFl LanGuard 2 Installing GFI LanGuard | 12



@ Note

Scans in Agent-less mode use the resources of the machine where GFI LanGuard is
installed and utilize more network bandwidth since auditing is done remotely. When you
have a large network of scan targets, this mode can drastically decrease GFI LanGuard's
performance and affects network speed. In larger networks, deploy Agents/Relay
Agents to balance the load appropriately.

Agent-less Mode

GFl LanGuard

Management Console

Agent-less
laptop

Agent-less
Workstation

Figure 4: Agent-Less Mode
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2.2 System requirements

Computers running GFI LanGuard Server/Agent/Relay Agent must meet the system requirements
described below for performance reasons .

6 Note

If you are looking for a patch management solution for 2,000 or more computers, we
recommend that you contact us for pricing, as well as suggestions regarding the proper
deployment and management procedure for such a solution.

Refer to the following sections for information about:

# Hardware requirements

» Software requirements

# Firewall ports and protocols

= Gateway permissions

# Supported antivirus/anti-spyware applications

2.2.1 Hardware requirements

Ensure that the below hardware requirements are met, on computers running any of the following
components:

#»  GFI LanGuard Server

# GFl LanGuard Agent

#» GFI LanGuard Relay Agent

GFl LanGuard Server
Computers hosting GFI LanGuard Server must meet the following hardware requirements:

Table 3: Hardware requirements - GFl LanGuard Server

1 to 100 Computers | 100 to 500 Computers 500 to 3,000 Computers

Processor 2 GHz Dual Core 2.8 GHz Dual Core 3 GHz Quad Core
Physical Storage 5GB 10 GB 20 GB

RAM 2GB 4GB 8 GB

Network bandwidth 1544 kbps 1544 kbps 1544 kbps

GFIl LanGuard Agent
Computers running a GFl LanGuard Agent must meet the following hardware requirements:

Table 4: Hardware requirements - GFl LanGuard Agent

Processor 1 GHz
Physical Storage 350 MB
RAM 25 MB
Network bandwidth 1544 kbps

GFI LanGuard Relay Agent

GFl LanGuard 2 Installing GFI LanGuard | 14



A computer is eligible to be configured as a Relay Agent when:

# The computer is online and has good uptime
# Has fast network access to computers connected to it
# Has the required disk space to allow caching.

Computers configured as Relay Agents must meet the following hardware requirements:

Table 5: Hardware requirements - GFl LanGuard Relay Agent

1 to 100 Clients 100 to 500 Clients 500 to 1,000 Clients

Processor 2 GHz Dual Core 2 GHz Dual Core 2.8 GHz Dual Core
Physical Storage 5GB 10 GB 10 GB

RAM 2GB 2GB 4GB

Network bandwidth 100 Mbps 100 Mbps 1 Gbps

2.2.2 Software requirements

GFI LanGuard components can be installed on any computer that meets the software requirements
listed in this section. For more information, refer to:

» Supported operating systems

# Supported databases

= Target computer components

# QOther software components

Supported operating systems (32-bit/64-bit)

The following table lists operating systems that GFI LanGuard Server/Agent/Relay Agent can be
installed on:

Table 6: Supported Operating Systems

Operating System GFI Lan- GFI LanGuard GFI LanGuard Relay
Guard Agent Agent

Windows ® Server 2012

Windows® Server 2008 (including R2) Stand-
ard/Enterprise

Windows® Server 2003 Standard/Enterprise
Windows® 8

Windows® 7 Professional/Enterprise/Ultimate
Windows® Vista Business/Enterprise/Ultimate
Windows® XP Professional (SP2 or higher)
Windows® Small Business Server 2008 Standard
Windows® Small Business Server 2003 (SP1)

Windows® 2000 Professional/Server/Advanced
#  SP4

* Internet Explorer 6 SP1 or higher

*  Windows Installer 3.1 or higher

GFl LanGuard 2 Installing GFI LanGuard | 15



Supported databases

GFIl LanGuard uses a database to store information from network security audits and remediation
operations. The database backend can be any of the following:

Table 7: Supported database backends

Recommended Use

Microsoft ® Access Recommendedonly during evaluation and for up to 5 computers.
MSDE/SQL Server Express® edition Recommended for networks containing up to 500 computers.
SQL Server® 2000 or later Recommended for larger networks containing 500 computers or more.

Target computer components

The following table provides you with information about components that are required to be
installed/enabled on computers to be scanned remotely by GFI LanGuard:

Table 8: Software requirements - Additional components

Secure Shell (SSH) Required for UNIX based scan targets. Commonly included as part of all major
Unix/Linux distributions.

Windows Management Instru- Required to scan Windows-based scan targets. Included in all Windows 2000 or

mentation (WMI) newer operating systems.

File and Printer Sharing Required to enumerate and collect information about scan targets.

Remote Registry Required for GFl LanGuard to run a temporary service for scanning a remote tar-
get.

Additional GFI LanGuard Server components

The following additional component is required on the computer where the GFI LanGuard Server
component is installed:

= Microsoft .NET® Framework 3.5.
2.2.3 Firewall Ports and Protocols

This section provides you with information about the required firewall ports and protocols settings
for:

# GFI LanGuard Server and Relay Agents

» GFI LanGuard Agent and Agent-less computers

GFl LanGuard and Relay Agents

Configure your firewall to allow Inbound connections on TCP port 1070, on computers running:
= GFI LanGuard

# Relay Agents

This port is automatically used when GFI LanGuard is installed, and handles all inbound
communication between the server component and the monitored computers. If GFl LanGuard
detects that port 1070 is already in use by another application, it automatically searches for an
available port in the range of 1070-1170.

To manually configure the communication port:
1. Launch GFI LanGuard.
2. Click Configuration tab > Manage Agents.

GFl LanGuard 2 Installing GFI LanGuard | 16



3. From the right pane, click Agents Settings.
4. From the Agents Settings dialog, specify the communication port in the TCP port text box.
5. Click OK.

GFI LanGuard Agent and Agent-less computers

GFI LanGuard communicates with managed computers (Agents and Agent-less), using the ports and
protocols below. The firewall on managed computers needs to be configured to allow Inbound
requests on ports:

Table 9: Ports and Protocols

22 SSH Auditing Linux systems.

135 DCOM Dynamically assigned port.

137 NetBIOS Computer discovery and resource sharing.
138 NetBIOS Computer discovery and resource sharing.
139 NetBIOS Computer discovery and resource sharing.
161 SNMP Computer discovery.

445 SMB Used while:

*  Auditing computers
*  Agent management

* Patch deployment.

2.2.4 Gateway permissions

To download definition and security updates, GFI LanGuard connects to GFI, Microsoft and Third-
Party update servers via HTTP. Ensure that the firewall settings of the machine where GFIl LanGuard
is installed, allows connections to:

= *software.gfi.com/lnsupdate/
= * download.microsoft.com

= * windowsupdate.com

# * update.microsoft.com

= All update servers of Third-Party Vendors supported by GFI LanGuard.

GFl LanGuard 2 Installing GFl LanGuard | 17



@ Note

For more information, refer to:
# Supported Third-Party applications:
s http://go.gfi.com/?pageid=LAN_PatchMng

#  Supported application bulletins:

s http://go.gfi.com/?pageid=3p_fullreport

#  Supported Microsoft applications:

s http://go.gfi.com/?pageid=ms_app_fullreport

#  Supported Microsoft bulletin:
s http://go.gfi.com/?pageid=ms_fullreport

2.2.5 Supported antivirus/anti-spyware applications

GFI LanGuard detects outdated definition files for a number of Anti-virus and Anti-spyware software.
For a full list of supported Anti-virus and Anti-spyware software, refer to:
http://go.gfi.com/?pageid=security_app_fullreport

2.3 Upgrading from previous versions

GFIl LanGuard retains all settings and result information from any previous version of GFI LanGuard.
This enables you to:

# Install GFI LanGuard without uninstalling the previous version.
= |mport settings to GFI LanGuard from other instances.

= Deploy agents on the same machines where you have a previous version of GFI LanGuard
installed.

@ Note

Software upgrades from versions older than GFl LanGuard 9 cannot be performed.

@ Note

License keys of earlier versions of GFI LanGuard are not compatible and must be
upgraded to run GFl LanGuard.

To upgrade to a newer version:
1. Logon using administrator credentials on the machine where you wish to install GFI LanGuard.

2. Launch GFI LanGuard installation.

GFl LanGuard 2 Installing GFI LanGuard | 18
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GFI LanGuard 2012

GFl LanGuard

Network security scanner and patch management
Version: 11,0 Build: 20120424

Setup requires the following components to be installed.
o,
.l

Windows Installer 3.1 Redistributable

Microsoft .MET Framework 3.5 Service Pack 1
Microsoft Data Access Components (MDAC 2.8)
GFI LanGuard 2012 Engine

GFI LanGuard 2012 Console

Missing components will be downloaded and installed.

@ Downloaded ﬁ Installed

- .
v v

- .
v v

4 4
v v

4 4
v .

¢ 5
v .

[ Install ][ Cancel ]

Screenshot 1: Pre-requisite check dialog

3. The pre-requisite check dialog shows an overview of the status of the components required by GFl
LanGuard to operate. Click Install to start the installation.

4. Follow the onscreen instructions to complete the upgrade.

GFI LanGuard

2 Installing GFI LanGuard | 19




I

Import and Export Configurations Wizard

Import configurations from file
Select what configurations you want to import

Impart the following configurations:

@-[¥] B Scanning Profiles

& Wulnerability Assessment
Elf'ﬂ Ports

: w TCP

- - [F1% uDP

B Auto-Remediate Settings
EI ‘“ Options

I Database Backend

: 4 Alerting Options

- £+ Internal Settings

’ Select All

Clear all l

’ < Back “ Mext = | ’ Cancel ]

Screenshot 2: Import and Export settings from a previous instance

5. Once GFI LanGuard is installed, it detects the previous installation and automatically launches the
Import and Export Configuration Wizard. This enables you to export various configurations from the

previous version and import them into the new one.

6. Select the configurations to import and click Next to finalize the import process.

2.4 New installation

1. Logon using administrator credentials on the machine where to install GFI LanGuard.

2. Launch GFI LanGuard setup.

3. Click Install in the pre-requisite check window to download and install any missing required com-

ponents.

4. In the GFI LanGuard welcome screen, click Next.

GFI LanGuard
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1) GFI LanGuard 2012 Setup =] = ==

End-User License Agreement -]
Please read the following license agreement carefully F’

GFl End-User License Agreement

For: GFI FaxMaker™; GFI MailArchiver™, GFI MailEssentials™ and GFI
MailSecurity™'; GFI WebMonitor™; GFI LanGuard™,

GFI Network Server Monitor™: GFI EventsManager™: GFI BackUp™ and GFI
EndPointSecurity™

(“Software”)

NICACC SARCCIHINIYW ACWAICIAS TUC Cl L MAATNIRLS, TERRAC ARIMD SORIMUTLARC A TUIC

@) I accept the terms in the License Agreement
1 I do not accept the terms in the License Agreement

[ < Back ]| Mext > [ Cancel ]

Screenshot 3: End-user license agreement

5. Read the licensing agreement carefully. To proceed with the installation, select | accept the
terms in the License Agreement and click Next.

15} GFI LanGuard 2012 Setup o B |[=E3]
Customer Information &
Specify the required information GF’

Spedfy your name, company and license key.

You can either use the key which was sent to you by email on product download to evaluate
for 30-days, or dick Mext to continue and specify a license key later.

User Name: |John Smith

Company Mame: |I'~"Iy Company

License Key: |

Mote: Keys belonging to earlier versions are not compatible Tell me more. ..

and must be upgraded to run current version of GFI
LanGuard 2012

[ < Back ]| Mext = [ Cancel

Screenshot 4: Specify user details and license key

6. Specify user details and enter license key. Click Next.
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i) GFI LanGuard 2012 Setup

Attendant service credentials

Specify the credentials needed to run scheduled GFI LanGuard 2012
operations

Administrator user account (jin format ‘DOMAIN\administrator):

[=]o =

GFI'

Mame: Domain'John Smith

Password: | I TTITITITY)

scans, product update and auto-remediation will operate.,

privileges over target computers.,

MOTE: Specify the administrator account under which the scheduled operations such as

To Successfully run these operations, the spedified account must have administrator

I < Back “ Mext =

I Cancel I

Screenshot 5: Attendant service credentials

7. Key in the administrator credentials and password. This is by the service under which scheduled

operations operate. Click Next to continue setup.

8. Click Install to install GFI LanGuard in the default location or Browse to change path.

9. Click Finish to finalize installation.

When launched for the first time, GFI LanGuard automatically enables auditing on the local computer
and scans the local computer for vulnerabilities. On completion, the GFI LanGuard Home page

displays the vulnerability result.

@ Note

An Internet connection is required to download missing components.

@ Note

to skip this option.

If the credentials are invalid, a message stating that this option can be skipped is
displayed. It is highly recommended to provide a valid username and password and not

@ Note

Use Microsoft Access database only if evaluating GFI LanGuard and using up to 5
computers. For more information refer to Configuring Database Maintenance Options.

GFI LanGuard
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@ Note

Test your installation after the product is installed. For more information, refer to
Testing the installation (page 25).

2.5 Post install actions

GFI LanGuard can be installed on a machine with an older version of GFI LanGuard without
uninstalling it. This enables you to retain configuration settings and reuse them in the new version.

To import the settings from the earlier version:

1. Launch the GFI LanGuard management console from Start > Programs > GFl LanGuard 2012 > GFI
LanGuard 2012.

2. Click the GFI LanGuard button > File > Import and Export Configurations... to launch the Import
and Export Configurations wizard.

W) GFI LanGuard 2012 =3 E=
» |- | = Dashboard Scan Remediate Activity Monitor Reports C® @)~ Discuss this version...
m 4 || Import and Export Configurations...
Tools 4 Mew s
Configuration  » Load Scan Results from 3
Help L4 Save Scan Results Ctrl+5
Exit Alt+F4 -

Local Computer Vulnerability Level

Use "Manage Agents™ or "Launch a Scan” options to audit VIE“_F Dashboard . [
the entire netwark. Invesnngate network vulnerability status and audit
results.

m

Remediate Security Issues

Deploy missing patches, uninstall unauthorized
software, turn on antivirus and more.

/’ Medium
i1 oW

Current Vulnerability Level is: High

Manage Agents

Enable agents to automate network security audit
and to distribute scanning load across client ma...

¢

LATEST NEWS

Yz 21-May-2012 - Patch Management - Added support for GC_19_0_1084_46, Google Chrome 19.0.1084 46 - Stab... Read more
Yz 21-May-2012 - Patch Management - Added support for HT1222, Apple QuickTime 7.7.2 for Windows - Read more
V: 21-May-2012 - Patch Management - Added support for SFR517. Safari 5.1.7 - Bead mors

=
=]
o

Screenshot 6: Import and Export configurations
3. Select Import the configuration from another instance and click Next.
4, Click Browse to select the GFIl LanGuard installation folder. The default location is:

#  64-bit machines (x64) - <L.ocal Disk>\Program Files (x86)\GFI\ LanGuard <Ver-
sion>

= 32-bit machines (x86) - <L.ocal Disk>\Program Files\GFI\ LanGuard <Version>
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5. Click Next.
6. Select the settings to import and click Next.
7. While importing, GFI LanGuard asks to override or keep existing settings. Select:

Table 10: Import override options

N

Yes Override current setting with imported setting.
No Keep current setting and ignore imported setting.
Auto Rename Rename imported settings and keep the current settings.

8. Click OK when complete.
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3 Testing the installation

Once GFI LanGuard is installed, test your installation by running a local scan to ensure it installed
successfully.

1. Launch GFI LanGuard.

#) GFILanGuard 2012 =N e
|- | = Dashboard Scan Remediate Activity Monitor Reports C®» @)~ Discuss this version...

Welcome to GFI LanGuard 2012

GFl LanGuard 2012 is ready to audit your network for vulnerabilities

Remediate Security Issues

Deploy missing patches, uninstall unauthorized
software, turn on antivirus and more. 7

3 \ P

Medium
,"/1 oW

Lu B 1y

Manage Agents

Enable agents to automate network security audit

Current Vulnerability Level is: High and to distribute scanning load across client ma...

m

Launch a Scan

Manually set-up and trigger an agentliess network
security audit.

1

LATEST NEWS

Yz 21-May-2012 - Patch Management - Added support for GC_19_0_1084_46. Google Chrome 19.0.1084 46 - Stab... Read more
Wz 21-May-2012 - Patch Management - Added support for HT1222, Apple QuickTime 7.7.2 for Windows - Read mors
V= 21-May-2012 - Patch Management - Added support for SFR517. Safari 5.1.7 - Bead more

=
=]
@

Screenshot 7: Launch a scan

2. From GFI LanGuard home page, click Launch a Scan.

Launch a New Scan

Scan Target: Profile:

localhost - E Full Scan - @
Credentials: Username: Password:

Currently logged on user -

Scan Options. ..

Screenshot 8: Launch a scan properties

3. From Scan Target drop-down menu, select localhost.
4. From Profile drop-down menu, select Full Scan.

5. Click Scan to start the scan on the local computer.

6. The scan progress is displayed in the Scan tab.
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HEO0g .-
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Audit operations processed:

»

m

14311 audit operations

. *- %1 Open UDP Ports (8) processed
M Hardware Missing software updates: 16 (16 CriticalHigh)
71 Software Other vulnerabilities: 8 (2 CriticalHigh}
#- Lf, System Information Potential vulnerabilities: 1
Installed applications: 20 (0 unautheorized)
4 L1} | » Open ports: 14 &
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Screenshot 9: Scan results summary

7. On completion, the Progress section will display an overview of the scan result.

8. Use the Scan Results Details and Scan Results Overview to analyze the scan result.

GFI LanGuard
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4 The GFI LanGuard Dashboard

The Dashboard section provides you with extensive security information based on data acquired
during audits. Amongst others, the Dashboard enables you to determine the current network
vulnerability level, the top-most vulnerable computers, and the number of computers in the
database.

Topics in this chapter:

4.1 Achieving results from the dashboard ... ... . 27
4.2 Using the Dashboard . ... o 27
4.3 Using the CompULEr Tree .. ..o 28
4.4 UsiNg ALEriDULES 31
4.5 Dashboard actions ... ... ... 34
4.6 EXPOrting iSSUE LISt o L 34
4.7 Dashboard VIEWS ... 35

4.1 Achieving results from the dashboard

The dashboard is an important feature of GFI LanGuard. As the central point of the application, it
enables you to perform all the common tasks supported by GFI LanGuard, including:

# Monitoring all computers managed by GFI LanGuard

#  Managing scan targets. Add, edit or remove computers, domains and workgroups

# Deploying agents on scan targets and configure agent settings

# Configuring computer credentials

# Configuring auto-remediation options

= Configuring recurrent network discovery on the managed domains/workgroups/OUs
# Trigger security scans/refresh scan information

= Analyze computers security state and audit details

# Jump to relevant locations by clicking on security sensors and charts.

4.2 Using the Dashboard

This section provides the required information on how to use the GFl LanGuard Dashboard. To display
the Dashboard:

1. Launch GFI LanGuard and click Dashboard tab.
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Screenshot 10: View Dashboard

2. From the computers list, select a computer or computer group. The dashboard information
updates according to your selection.

4.3 Using the Computer Tree

GFI LanGuard includes filtering and grouping options that enable you to quickly find a computer or
domain and immediately display results.

When a computer or group is selected from the computer tree, results in the dashboard are
automatically updated. Press CRTL and select multiple computers to display results for specific

computers.

The following are functions supported by the computer tree:

# Simple filtering

= Advanced filtering

= Grouping
= Searching

4.3.1 Simple filtering

To filter for a specific computer or group:

1. From the left pane, click Filter.

2. Configure the criteria and click Turn ON filters.

GFI LanGuard
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Vilnerability level; Al
Operating System: all
Last scan time: All
Agent status: all
Metwaork role: All
Advanced filtering...

[ 7< Clear filters l [ @Tum OFF filters

Screenshot 11: Simple filtering

4.3.2 Advanced filtering

To filter for a specific computer or group using advanced filtering:

1. From the left pane, click Filter and Advanced filtering...

2. From the Advanced Filtering dialog, click Add.

Add Filter Properties

Select the fiter praperty on which pou want to make a restriction;

4 23 General

----- R Computer name

----- B Operating system

----- }, Operating system service pack
----- w5 [lomain

----- E| Wirtualization technology

----- B Mebwaork role

----- U IP address

----- & Wulnerability level

o7 Altribute

..... » .li Relay

----- By Auto-remediation

----- {‘_\3 Scan emors

4 g Yulnerability aszessment

----- # Mizsing securnity updates

----- ' Mizsing service packs and update rollups
----- 3 Yulnerability

----- My High vulnerabilities

-~ g Medium vulherabilities

----- 1, Low vulnerabilities

----- a Patential wulnerabilities

..... 4 Open ports commanly used by Trojans
----- 4 DMS vulnerabilities

----- 4 FTP wulnerabilities

m

-

Cancel

Screenshot 12: Add Filter Properties
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3. Select the filter property to restrict and click Next.

4. Select the condition and key in the condition value. Click Add.

5. Repeat steps 2 to 4 for each condition. Click OK.

4.3.3 Grouping

To group machines by specific attributes:

1. From the left panel, click Group.

2. Select one of the following attributes:

e

b

e

b

e

Domain and Organizational Unit
Operating System

Network Role

Relays Distribution

Attributes.

@ Note

If Attributes is selected, select the attribute from the drop down list. For more
information, refer to Using Attributes (page 31).

3. If Attributes is selected, select the attribute from the drop-down list.

4. Click Apply grouping.
4.3.4 Searching

The Search tab within the Computers tree enables you to search and display results for a specific
computer or group. To display results for a specific computer:

1. From the Computers tree, select Search.

, | 8| Q
Filter Group Search

Machine MName| j"'

@ Group results by information category
) Group results by computer

Search history

50 Advanced search. ..

Screenshot 13: Search specific computers and groups

2.

Key in the search criteria and use the following options:
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Table 11: Search options

N

Group results by infor- Search results are grouped by category. The result contains the latest computer
mation category information. Amongst others results are grouped by:

#  Computer Information
# Hardware devices

# Logged on Users

*  Processes

# Virtual technology

Group results by com- Search results are grouped by computer name. The result contains the latest computer
puter information.

Search History Search results include the information from previous scans.

Advanced search Configure advanced search options.

0Note

For more information, refer to the Full Text Searching section of the Administrator
Guide.

4.4 Using Attributes

Attributes enable you to group and configure single or multiple computers at one go. Attributes also
enable you to remediate vulnerabilities or deploy software on specific computers based on the
assigned attribute. The following sections contain information about:

= Assigning attributes to a computer

»  Assigning attributes to a group

# Configuring attributes

4.4.1 Assigning attributes to a computer
To assign attributes to a single computer:
1. Click Dashboard tab.

2. From the computer tree, right-click a computer and select Assign attributes.
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Screenshot 14: Assigning attributes: Single computer
3. From the Properties dialog > Attributes tab, click Add.
4. Configure new attributes settings and click OK.

5. Click OK to save your settings.

4.4.2 Assigning attributes to a group

GFI LanGuard enables you to assign attributes to specific groups, domains, organizational units and
networks. Once attributes are assigned, each member of the selected group inherits the attributes
settings.

To assign attributes to a group:
1. Click Dashboard tab.
2. From the computers list, right-click network and select Assign attributes.

3. From the Add more computers wizard, select network and click Next.
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Screenshot 15: Assigning attributes: Multiple computers

4. Click Add and configure the respective attributes. Use the Edit and Remove buttons to edit or
remove the selected attributes.

5. Click Finish to save your settings.

4.4.3 Configuring attributes

To configure attributes:

1. From the Properties dialog, click Attributes tab.
2. Click Add to launch the New attribute dialog.

' )

Mew attnibute @

\ Add an attribute for TEMP". You can create a new
f attribute or define a value for an existing one.
\

Mame: Location -
Value: 2nd Floor -
oK Y| Cancel |

Screenshot 16: New attribute dialog

3. From the Name drop-down menu, select an attribute or key-in a name to create a new one.
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4. Specify a value for the attribute in the Value field. Click OK.
5. Repeat steps 2 to 4 until you add all the required attributes.
6. Click OK to save your settings.

4.5 Dashboard actions

The Actions section enables you to manage and remediate vulnerabilities and missing patches found
in your network. To access the Actions section:

1. Select Dashboard tab.

2. Click Vulnerabilities or Patches tab.

Actions:

&= Femediate...

@ Acknowledage...
@ lgnaore. ..
@ Change Severity...

. Bules Manager...

Screenshot 17: Actions section in the Dashboard

3. Select one of the following actions:

Table 12: Dashboard actions

Remediate Launch the Remediation Center to deploy and manage missing patches.

uNote

For more information, refer to the Manual Remediation section of the Administrator Guide.
Acknowledge Launch the Rule-Acknowledge Patch dialog. This enables you to acknowledge issues so that they will
not affect the Vulnerability level of your network. Configure for which machine this rule applies

Ignore Launch the Rule-lgnore Patch dialog. This enables you to ignore missing patches or vulnerabilities so
that they will not be reported as issues in the future. Configure for which machine this rule applies and
the time span that the issue is ignored.

Change Sever- Launch the Rule-Change Severity dialog. This enables you to change the severity level of vulnerability.

ity Configure for which machines this rule applies and the severity level.
Rules Man- Launch the Rules Manager dialog. This enables you to search and remove configured rules.
ager

4.6 Exporting issue list

GFI LanGuard enables you to export issue lists to Portable Document Format (PDF), Microsoft Office
Excel (XLS) or Hyper Text Markup Language (HTML). When a list supports exporting, these icons

iz g i are displayed in the top-right corner of the list. Select the respective icon and configure the
export settings.
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4.7 Dashboard views

The GFI LanGuard dashboard is made up of multiple views. These different views enable real-time
monitoring of your scan targets and allow you to perform instant remedial and reporting operations.
The following sections contain information about:

#» Dashboard overview

#» Computers view

= History view

# Vulnerabilities view

» Patches view
#» Ports view
= Software view

#» Hardware view

» System Information view

4.7.1 Overview
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&,/ Entire Network - 7 computers
Vulnerability Level Security Sensors
-
__ Missing Software Updates __ Firewall lIssues __ Credentials Setup i
© 1 @ | >y
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Screenshot 18: Dashboard Overview

The Dashboard Overview is a graphical representation of the security level/vulnerability level of a
single computer, domain or entire network.
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When a computer or domain is selected, the results related to the selected computer/domain are
automatically updated in the dashboard. Below is a description of each section found in the

dashboard:

Table 13: Software information from an audit

(Section [ pescription

Network
security
level

Computer
vulnerability
distribution

Most vul-
nerable com-
puters

Agent Status

Audit status

Vulnerability
trends over
time
Computers
by network
role

Computers
by operating
system

Computer
details

Scan activity

GFI LanGuard

This rating indicates the vulnerability level of a computer/network, depending on the number and type
of vulnerabilities and/or missing patches found. A high vulnerability level is a result of vulnerabilities
and/or missing patches which average severity is categorized as high.

This chart is available only when selecting a domain or a workgroup, and displays the distribution of vul-
nerabilities on your network. This chart enables you to determine how many computers have high,
medium and low vulnerability rating.

This list is available only when selecting a domain or a workgroup, and shows the most vulnerable com-
puters discovered during the scan. The icon color on the left indicates the vulnerability level.

When selecting a domain or workgroup, a chart showing the overall agent status of all computers within
the domain/workgroup is displayed. This enables you to determine the number of agents installed or
pending installation on the selected domain/workgroup. When selecting a single computer, this section
displays an icon representing the agent status. The icons are described below:

I
g Not installed - Agent is not installed on the target machine.
£

i
£ 'JPending installation - Installation is pending. A status can be pending when the machine
is offline or the agent is being installed.

w2

L —
g = Pending uninstall - Uninstallation is pending. A status can be pending when the machine

is offline or the agent is being uninstalled.

» b Jlnstalled - Agent is installed on the target machine.

A
CI S Relay Agent Installed - The selected computers are relay agents.

This chart is available only when selecting a domain or workgroup and enables you to identify how many
audits have been performed on your network grouped by time.

When a domain or workgroup is selected, this section displays a line graph showing the change of vul-
nerability level over time grouped by computer count. When a single computer is selected, this section
displays a graph showing the change of vulnerability level over time for the selected computer.

This chart is available only when selecting a domain or a workgroup and displays the number of audited
computers, grouped by network role. Amongst other roles, this graph identifies the number of servers
and workstations per selected domain.

This chart is available only when selecting a domain or a workgroup and displays the number of audited
computers, grouped by the installed operating system.

This section is available when selecting a single computer and enables you to view the selected com-
puter details.

This line graph is available only when selecting a single computer and enables you to view the number
of scans/audits performed on the selected computer. In addition enables you to verify if scheduled
scans are being performed.
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Remediation This line graph is available only when selecting a single computer and enables you to view the number
Activity of remediation activities performed on the selected computer. In addition, this graph enables you to ver-
ify that auto-remediation is performed.

Top 5 Issues  This section is available only when selecting a single computer, and displays the top five issues to
to Address address for the selected computer.

Results sta- This section is available only when selecting a single computer and displays an overview of the audit
tistics result. Amongst others, the result enables you to identify the number of missing patches, number of
installed applications, open ports and running services.

Security Sen- This section enables you to identify issues at a glance. Click a sensor to navigate and display issues and
sors vulnerabilities for a specific computer or group. Sensors enable you to identify:

# Missing Software Updates
# Missing service packs

# Vulnerabilities

#* Firewall Issues

# Unauthorized Applications
#*  Audit Status

# Credentials setup

#* Malware Protection Issues

#  Agent Health Issues.
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4.7.2 Computers view
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Screenshot 19: Analyze results by computer

Select this view to group audit results by computer. From the drop-down list, select one of the
options described below:

Table 14: View by computers information

optin [ Deseription

Agent Details  Select this option to view the agent status. This option enables you to identify if an agent is installed
on a computer and if yes, displays the type of credentials being used by the agent.

Vulnerabilities View the number of vulnerabilities found on a computer grouped by severity. Severity of a
vulnerability can be:

# High
¥ Medium
# Low

# Potential.
Patching View the number of:
status *  Missing Security/non-Security Updates

* Missing Service Packs and Update Rollups
* Installed Security/non-Security Updates

* Installed Service Packs and Updates Rollups.
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option | Description

Open ports View the number of:
% Open TCP ports

% Open UDP ports

% Backdoors.
Software View the number of:
* Antiphishing engines

* Antispyware engines

*  Antivirus engines

* Backup applications

* Data loss prevention applications
* Device access and desk encryption applications
# Firewalls

#* Installed applications

* |nstant messengers

* Peer to peer applications

* Unauthorized applications

# Virtual machines

# VPN clients

#  Web browsers.

Hardware View information on:
#  Number of disk drives

* Free disk space
*  Memory size
* Number of processors

# Qther hardware.

System infor- View information on:
mation #  The number of shared folders

¥ Number of groups
¥ Number of users
¥ Logged users

#  Audit policy status.

Attributes Adds an Attributes column and groups your scan targets by the assigned attribute.

@ Note

To launch the Overview tab and display more details on a specific computer, double
click a computer from the list.

@ Note

Drag and drop a column header in the designated area to group data by criteria.
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4.7.3 History view

Select this view to group audit results by date for a specific computer. To configure the history
starting date or history period click the link provided.
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Screenshot 20: History view in the Dashboard
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4.7.4 Vulnerabilities View

Display more details on the vulnerabilities found on a nhetwork and the number of affected computers.
When a vulnerability is selected from the Vulnerability List, the Details section provides more
information on the selected vulnerability. From the Details, section click Affected computers or
Unaffected computers to display a list of affected and unaffected computers.
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Screenshot 21: Vulnerabilities view in the Dashboard

@ Note

Drag and drop a column header in the designated area to group data by criteria.
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4.7.5 Patches View

Display more details on the missing/installed patches and service packs found during a network audit.
When a patch/service pack is selected from the list, the Details section provides more information on
the selected patch/service pack. From the Details section, click Missing on to display a list of
computers having the selected patch missing.
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Screenshot 22: Patches view in Dashboard

@ Note

Drag and drop a column header in the designated area to group data by criteria.
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4.7.6 Ports View

Display more details on the open ports found during a network audit. When a port is selected from the
Port List, the Details section provides more information on the selected port. From the Details
section, click View computers having this port open to display a list of computers having the

selected port open.
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Screenshot 23: Ports view in Dashboard

@ Note

Drag and drop a column header in the designated area to group data by criteria.
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4.7.7 Software View

Display more details on the installed applications found during a network audit. When an application
is selected from the Application List, the Details section provides more information on the selected

application.
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Screenshot 24: Software view in Dashboard

@ Note

Drag and drop a column header in the designated area to group data by criteria.

@ Note

scanning profiles.

Agent-less scans require to temporarily run a service on the remote machine. Select
Enable full security applications audit... to enable this service on all agent-less
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4.7.8 Hardware View

Display more information on the hardware found during a network audit. Select hardware from the
list to display more details.
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Screenshot 25: Hardware view in Dashboard

6 Note

Drag and drop a column header in the designated area to group data by criteria.
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4.7.9 System Information View

The System Information tab, displays information associated with the operating system of a scan
target(s).
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Screenshot 26: System Information view in Dashboard

6 Note

Drag and drop a column header in the designated area to group data by criteria.
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5 Troubleshooting and support

This chapter explains how to resolve issues encountered while using GFl LanGuard. These issues can
be resolved using the contents of this Installation and Setup Guide. If any issues remain unresolved
after reviewing the manual, check if your problem is listed below.

Refer to the following sections for information about resolving common issues and contacting our
support team.

Topics in this chapter:

5.1 Resolving COMMON TSSUES . ... ..o e 47
5.2 Using the Troubleshooter Wizard ... ... . L 49
5.3 GF L SKYNO L 51
5.4 Web FOrUM 51
5.5 Requesting technical SUPPOI . ..o i L 51

5.1 Resolving common issues

The table below provides you with solutions to the most common problems you may encounter when
using GFI LanGuard:

Table 15: GFI LanGuard common Issues

Issue Encountered Solution/Description

Failed to connect to database error is Description
encountered when trying to configure This issue may occur when the following two conditions are met:
the database backend. 1. GFI LanGuard is installed on Windows 2000 SP4 with MDAC 2.5 SP 3

2. The database backend is SQL Server® having the database instance name
different from the SQL Server® machine name.

Solution

Install Microsoft® Data Access Components (MDAC 2.6 or later) on GFl
LanGuard machine and try again.

MDAC can be downloaded from: http://go.gfi.com/?pageid=download_mdac

The database structure is incorrect. Do Description

you want to delete and recreate the This issue occurs when the database structure is corrupted.
database? Warning is encountered when or

trying to configure the database back-

end The database returns a timeout because the connection cannot be

established.

Solution

When this message is encountered: Check that all SQL credentials are
correct and there are no connectivity problems between the GFI LanGuard
machine and the SQL server. It is important to note that when OK is clicked
all saved scans are lost.
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Issue Encountered Solution/Description

When trying to access the Change data-
base tab while configuring an SQL data-
base, a Failed to connect to database
error is encountered

Incomplete results and errors when scan-
ning remote machines

GFIl LanGuard program updates not work-
ing

GFI LanGuard

Description
This issue may occur when the following two conditions are met:
* GFl LanGuard is installed on Windows 2000 SP4 with MDAC 2.5 SP 3.

* The database backend is SQL Server® having the database instance
name different from the SQL Server® machine name.

Solution

Install Microsoft® Data Access Components (MDAC 2.6 or later) on the GFI
LanGuard machine and try again.

uNote

MDAC can be downloaded from: http://go.gfi.com/?pageid=download_
mdac

Description
Errors similar to the following may be encountered:
* Failed to open test key to remote registry

#  The scan will not continue
= Access Denied
#  Could not connect to remote SMB server.

These errors may be encountered because:

*  The remote machine has an account similar to the one used by GFI Lan-
Guard to log in as an administrator.

* The user account used by GFl LanGuard does not have administrative
privileges.
Solution
To solve this issue do one of the following:

# Log on the GFI LanGuard machine and configure GFl LanGuard to use an
alternate domain administrator account.

# Delete the local user account on the remote machine.

# Launch GFI LanGuard executable with ‘Run As’ using a Domain Admin-
istrator account.

oNote

For more information, refer to http://go.gfi.com/?pageid=LAN_
ProbScanningRM

Description

Updates will not work if GFI LanGuard machine does not have a direct
connection to the Internet.

Solution
To solve this issue do one of the following:
# Configure GFl LanGuard machine to have direct Internet access.
# |nstall another instance of GFl LanGuard on a machine with Internet

access and configure GFl LanGuard to check for updates from the new
installation.

UNote

For more information refer to http://go.gfi.com/?pageid=LAN_
CheckAltUpdates
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Issue Encountered Solution/Description

Firewall installed on GFI LanGuard is
blocking connection with target com-
puters

GFIl LanGuard is failing to retrieve work-
group computers when using Enumerate
Computers

GFI LanGuard found open ports that
another port scanner found closed

Description

Scanning might slow down or be blocked if a firewall is installed on GFI
LanGuard machine.

Solution

Configure the firewall to allow the following components in outbound
connections:

# <,\Program Files\GFI\LanGuard>\*.exe
# <,\Program Files\GFI\LanGuard Agent>\*.exe

oNote

For more information, refer to http://go.gfi.com/?pageid=LAN_
SetBestPerformance

Description

GFl LanGuard uses the Windows mechanism to retrieve the machines within
a workgroup. In this mechanism a Master Browser computer will create and
store a list of all computers. In some cases, the Master Browser role can fail
resulting in GFl LanGuard not retrieving computers information.

uNote

To solve this issue, refer to http://go.gfi.com/?pageid=LAN_
CannotEnumerate

Description

GFIl LanGuard uses a different approach than other port scanners to detect
open ports.

Solution

To view the status of a port and determine if the port is closed or opened:
1. Click Start > Programs > Accessories > Command Prompt.

2. Key in netstat -an, and press Enter.

3. The generated list displays all computer active connections.

5.2 Using the Troubleshooter Wizard

The GFI LanGuard troubleshooter wizard is a tool designed to assist you when encountering technical
issues related to GFI LanGuard. Through this wizard, you are able to automatically detect and fix
common issues as well as gather information and logs to send to our technical support team.

To use the Troubleshooter Wizard:

1. Launch the troubleshooting wizard from the Start > Programs > GFl LanGuard 2012 > GFlI

LanGuard 2012 Troubleshooter.

2. Click Next in the introduction page.

GFI LanGuard
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I "

Troubleshooter Wizard - Gathering Information @

Information Details '
Flease select the information to gather. GF’

The troubleshooter should:

@ Automatically detect and fix known issues (Recommended)

(") Gather only application information and logs.
Mote: se this option when the problem is already located and only support files
are needed.

| <Back | Ned> | | cance |

Screenshot 27: Troubleshooter wizard - Information details

3. In the Information details page select one of the following options described below:

Table 16: Information gathering options

option ___________________[Description |

Automatically detect and fix known (Recommended) Configure GFl LanGuard to automatically detect and fix
issues issues.

Gather only application information and Gather logs to send to GFl support.
logs

4. Click Next to continue.
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I "

Troubleshooter Wizard - Gathering Information @

Known lssues
The troubleshooter will check your installation for common issues. GF’
Dietails:
B¥ % ] Could not connect to the GFI LanGuard 2011 update server. -

i 4 Possible reasons: you are not connected to the Intemet; your proxy set
----- v| Checks if the Attendant Service user has administrator privileges.
----- ¥| Checks if the LNSSCommunicator COM object can be instartiated.
----- v| Checks if the CRMI COM ohject can be instantiated.
----- v| Checks if the Mtendant Service is installed on this computer.
----- v| Checks if the Attendant Service is running on this computer,
----- v The scanning profiles database is available.
----- +| The scan results database is available.
----- v"' The Windows patches datal:uasels available. -

4 I I

m

Finished all checks.

< Back [ Mext = ][ Cancel ]

Screenshot 28: Troubleshooter wizard - Gathering information about known issues

5. The troubleshooter wizard will retrieve all the information required to solve common issues. Click
Next to continue.

6. The troubleshooter will fix any known issues that it encounters. Select Yes if your problem was
fixed or No if your problem is not solved to search the GFI Knowledge base for information.

5.3 GFl SkyNet

GFI maintains a comprehensive knowledge base repository, which includes answers to the most
common problems. GFI SkyNet always has the most up-to-date listing of technical support questions
and patches. In case that the information in this guide does not solve your problems, next refer to GFI
SkyNet by visiting http://kb.gfi.com/.

5.4 Web Forum

User to user technical support is available via the GFl web forum. Access the web forum by visiting
http://forums.gfi.com

5.5 Requesting technical support

If none of the resources listed above enable you to solve your issues, contact the GFI Technical
Support team by filling in an online support request form or by phone.

# Online: Fill out the support request form and follow the instructions on this page closely to sub-
mit your support request on: http://support.gfi.com/supportrequestform.asp

# Phone: To obtain the correct technical support phone number for your region visit:
http://www.gfi.com/company/contact.htm
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@ Note

Before contacting Technical Support, have your Customer ID available. Your Customer
ID is the online account number that is assigned to you when first registering your
license keys in the GFI Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time zone.

Documentation

If this manual does not satisfy your expectations, or if you think that this documentation can be
improved in any way, let us know via email on documentation@gfi.com.

GFl LanGuard 5 Troubleshooting and support | 52



http://customers.gfi.com/
mailto:documentation@gfi.com

6 Glossary

A

Access™

A Microsoft® desktop relational database management system included in the Microsoft®
Office package. Access™ is normally used for small databases.

Active Directory™ (AD)

A technology that provides a variety of network services, including LDAP-like directory serv-
ices.

Anti-spyware

A software countermeasure that detects spyware installed on a computer without the user’s
knowledge.

Antivirus

A software countermeasure that detects malware installed on a computer without the user’s
knowledge.

Apache web server

An open source HTTP server project developed and maintained by the Apache software foun-
dation.

Applications auto-uninstall

An action that enables the auto-uninstall of applications that support silent uninstall from GFI
LanGuard.

Auto-download

A GFI LanGuard technology that automatically downloads missing patches and service packs in
all 38 languages.

Auto-patch management

A GFI LanGuard technology that automatically downloads missing Microsoft® updates and
deploys them over the network.

Auto-remediation

A GFI LanGuard technology that automatically downloads and deploy missing patches. If an
application is blacklisted in GFI LanGuard, auto-remediation will uninstall the application
from the target computer during scheduled operations.

Backdoor program
An alternative method used to access a computer or computer data over a network.

Batch-files

A text files containing a collection of instructions to be carried out by an operating system or
an application.
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Blacklist

A list of USBs or Network devices names that are considered as dangerous. When a USB\Ne-
twork device name contains a blacklisted entry while scanning a network, GFI LanGuard will
report the device as a security threat (High security vulnerability).

Bluetooth

An open wireless communication and interfacing protocol that enables exchange of data
between devices.

Bulletin Information

Contains a collection of information about a patch or a Microsoft® update. Used in GFI Lan-
Guard to provide more information on an installed patch or update. Information includes; Bul-
letin id, title, description, URL and file size.

C

Common Gateway Interface (CGI)
A communication script used by web servers to transfer data to a client internet browser.

Common Vulnerabilities and Exposures (CVE)

A list of standardized names for vulnerabilities and other information security exposures. The
aim of CVE is to standardize the names for all publicly known vulnerabilities and security expo-
sures.

Dashboard

A graphical representation that indicates the status of various operations that might be cur-
rently active, or that are scheduled.

Demilitarized Zone (DMZ)

A section of a network that is not part of the internal network and is not directly part of the
Internet. Its purpose typically is to act as a gateway between internal networks and the inter-
net.

deploycmd.exe

A GFI LanGuard command line tool, used to deploy Microsoft® patches and third party soft-
ware on target computers.

DMZ

A section of a network that is not part of the internal network and is not directly part of the
Internet. Its purpose typically is to act as a gateway between internal networks and the inter-
net.

DNS

A database used by TCP/IP networks that enables the translation of hostnames into IP
numbers and to provide other domain related information.
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DNS Lookup tool

A utility that converts domain names into the corresponding IP address and retrieves par-
ticular information from the target domain

Domain Name System

A database used by TCP/IP networks that enables the translation of hostnames into IP
numbers and to provide other domain related information.

Enumerate computers tool
A utility that identifies domains and workgroups on a network.

Enumerate users tools

A tools which enables you to retrieve users and user information from your domain/work-
group.

Extensible Markup Language (XML)

An open text standard used to define data formats. GFl LanGuard uses this standard to
import or export scanned saved results and configuration.

File Transfer Protocol
A protocol used to transfer files between network computers.

FTP
A protocol used to transfer files between network computers.

G

GF1 EndPointSecurity

A security solution developed by GFI that helps organizations to maintain data integrity by
preventing unauthorized access and transfers from removable devices.

GPO

An Active Directory centralized management and configuration system that controls what
users can and cannot do on a computer network.

Group Policy Object (GPO)
An Active Directory centralized management and configuration system that controls what
users can and cannot do on a computer network.

ICMP pings
The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Pro-
tocol Suite. It is used by the operating systems of networked computers to send error
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messages indicating, for example, that a requested service is not available or that a host or
router could not be reached. ICMP can also be used to relay query messages.

impex.exe

A Command line tool, used to Import and Export profiles and vulnerabilities from GFI Lan-
Guard.

Internet Control Message Protocol (ICMP)

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Pro-
tocol Suite. It is used by the operating systems of networked computers to send error mes-
sages indicating, for example, that a requested service is not available or that a host or
router could not be reached. ICMP can also be used to relay query messages.

Internet Information Services (lIS)
A set of Internet-based services created by Microsoft® Corporation for internet servers.

Linux
An open source operating system that is part of the Unix operating system family.

Insscmd.exe

A GFI LanGuard command line tool that allows running vulnerability checks against network
targets.

Local Host

In networking, the local host is the computer you are currently using. One can reference to
the local host by using the reserved IP address 127.0.0.1. In this manual the Local host is the
machine where GFI LanGuard is installed.

M

Mail server
The server that manages and stores client emails.

Malware

Composed from malicious and software, malware is a general term used for all software devel-
oped to harm and damage a computer system. Viruses, worms and Trojans are all type of mal-
ware.

Microsoft® Access™ database

A Microsoft® desktop relational database management system included in the Microsoft®
Office package. Microsoft® Access™ is normally used for small databases.

Microsoft® IIS
A set of Internet-based services created by Microsoft® Corporation for internet servers.
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Microsoft® Windows service packs

A collection of updates and fixes provided by Microsoft® to improve an application or an oper-
ating system.

Microsoft® WSUS

An acronym for Microsoft® Windows Server Update Services. This service enables admin-
istrators to manage the distribution of Microsoft® updates to network computers.

NETBIOS

An acronym for Network Basic Input/output. This system provides services to allow appli-
cations on different computers within a network to communicate with each other.

Netscape
A web browser originally developed by Netscape Communications Corporation.

o

Open Vulnerability and Assessment Language (OVAL)

A standard that promotes open and publicly available security content, and standardizes the
transfer of this information across the entire spectrum of security tools and services.

OVAL

A standard that promotes open and publicly available security content, and standardizes the
transfer of this information across the entire spectrum of security tools and services.

Patch agent

A background service that handles the deployment of patches, service packs and software
updates on target computers.

Python scripting

A high-level computer programming scripting language.

R

Remote Desktop Protocol

A protocol developed by Microsoft® to enable clients to connect with the user interface of a
remote computer.

SANS

An acronym for System Administration, Networking and Security research organization. An
institute that shares solutions regarding system and security alerts.
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Scan profiles

A collection of vulnerability checks that determine what vulnerabilities are identified and
which information will be retrieved from scanned targets.

Script Debugger

A GFI LanGuard module that allows you to write and debug custom scripts using a VBScript-
compatible language.

Simple Network Management Protocol (SNMP)

Simple Network Management Protocol is a technology used to monitor network devices such
as, routers, hubs and switches.

SNMP

Acronym for Simple Network Management Protocol, a technology used to monitor network
devices such as, routers, hubs and switches.

SNMP Auditing tool

A tool that reports weak SNMP community strings by performing a dictionary attack using the
values stored in its default dictionary.

SNMP Walk tool
A tool used to probe your network nodes and retrieve SNMP information.

Spyware

A form of malware intended to collect information from a computer without notifying the
user.

SQL Server Audit tool

A tool used to test the password vulnerability of the -sa- account (i.e. root administrator),
and any other SQL user accounts configured on the SQL Server.

SQL Server®
A Microsoft® relational database management system. Microsoft® included extra functionality
to the SQL Server® (transaction control, exception handling and security) so that Microsoft®
SQL server can support large organizations.

SSH Module
A module used to determine the result of vulnerability checks through the console (text) data
produced by an executed script. This means that you can create custom Linux/UNIX vul-
nerability checks using any scripting method that is supported by the target-s Linux/UNIX OS
and which outputs results to the console in text.

TCP ports

Acronym for Transmitting Control Protocol. This protocol is developed to allow applications
to transmit and receive data over the internet using the well-known computer ports.
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Terminal Services

A service that allows connecting to a target computer and managing its installed applications
and stored data.

Traceroute tool
A tool used to identify the path that GFI LanGuard followed to reach a target computer.

Trojans
A form of malware that contains a hidden application that will harm a computer.

U
UDP ports
An acronym for User Datagram Protocol, these used to transfer UDP data between devices. In
this protocol received packets are not acknowledged.
Uniform Resource Locator (URL)
The Uniform Resource Locator is the address of a web page on the world wide web.
Universal Serial Bus (USB)
A Serial bus standard widely used to connect devices to a host computer.
URL
The Uniform Resource Locator is the address of a web page on the world wide web.
\"
VBScript
A Visual Basic Scripting language is a high-level programming language developed by Micro-
soft®.
Virus
A form of malware that infects a computer. The aim of a virus is to harm a computer by cor-
rupting files and applications. A virus is a self-replicating program and can copy itself all over
the computer system.
w
Web server
A server that provides web pages to client browsers using the HTTP protocol.
White-list
A list of USBs or Network devices names that are not considered as dangerous. When a
USB/Network device name contains a white-listed entry while scanning a network, GFI Lan-
Guard will ignore the device and consider it as a safe source.
Whois tool

A tool that enables you to look up information on a particular domain or IP address.
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Wi-Fi/Wireless LAN
A technology used commonly in local area networks. Network nodes use data transmitted

over radio waves instead of cables to communicate with each other.
X

XML

An open text standard used to define data formats. GFl LanGuard uses this standard to
import or export scanned saved results and configuration.
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